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U.S. Sanctions Against North Korea: Implications for Chinese Banks
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This Dorsey Alert is an update of our earlier Alert from September 19, 2017. In our original Alert,
we noted the possibility that the Trump Administration might impose additional sanctions against
North Korea and related parties—including the possibility that it might impose “secondary
sanctions” on Chinese banks and other foreign banks that continue to conduct banking transactions
with North Korea.
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On September 21, 2017, the Trump Administration announced wide-ranging new sanctions against
North Korea, and it laid the groundwork for potentially imposing secondary sanctions on Chinese
and other foreign banks.
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This updated Alert summarizes the amended U.S. sanctions in effect against North Korea and
related persons and entities. In addition, this updated Alert provides recommendations for
anticipating and responding to possible investigations by the U.S. Treasury Department’s Office
of Foreign Assets Control (“OFAC”) and other U.S. governmental agencies. Importantly, our
recommendations remain unchanged from our original alert.
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1. Introduction
55

As a result of North Korea’s ongoing efforts to develop nuclear weapons, the United States has
formally enhanced and expanded its sanctions program against the North Korean government and
specially designated North Korean persons and entities. Of particular relevance to foreign banks,
the Trump Administration has indicated that it does not intend to stop with primary sanctions.
Instead, the Trump Administration has indicated its intention to impose what are known as
“secondary sanctions” against foreign persons and entities engaged in otherwise lawful
transactional activity with North Korean-related parties, similar to the secondary sanctions that the
U.S. imposed on non-U.S. persons doing business with Iran.
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By an Executive Order dated September 21, 2017, the Trump Administration issued new sanctions
against North Korea and related persons and entities. Section 4 of the Executive Order states that
secondary sanctions, discussed below, can be imposed by the U.S. government on non-U.S.
financial institutions that continue to conduct banking relationships with North Korea and related
parties in a manner that violates the amended U.S. sanctions. The Executive Order may be found
here.
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The Trump Administration’s Executive Order could result in significant problems for foreign
banks with operations in the U.S. and elsewhere. Foreign banks based in countries—especially
China—that have diplomatic relations with North Korea may soon find themselves caught in a
difficult situation, trying to balance the competing foreign policy objectives of countries that have
differing diplomatic approaches to North Korea. Specifically, Chinese banks that become subject
to secondary sanctions will not only risk the loss of access to the U.S. banking and payments
systems, but also the loss of international correspondent relationships with other foreign banks that
will terminate those relationships.
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2. An Overview of the U.S. Sanctions Regime
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Before proceeding to our recommendations, it is useful to provide a brief overview of the U.S.
sanctions regime. OFAC administers most of the U.S. economic sanctions programs. OFAC
sanctions programs can range from those that are comprehensive in nature, such as a program that
blocks a country’s entire government and includes broad, geographically-based trade restrictions,
to programs whose scope is fairly limited, such as one that targets only specific individuals and
entities. Some programs target both particular individuals and entities as well as prohibit select
categories of transactions, and hence it is important to review the details of any given sanctions
program to understand its scope.
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Even though a sanctions program may be targeted, its prohibitions on dealings with individuals
and entities whose property is blocked can be very broad, and they apply regardless of the targeted
person’s location. The names of individuals and entities that are designated or identified as
blocked by OFAC are incorporated into OFAC’s list of “Specially Designated Nationals and
Blocked Persons” (“SDN List”), which includes over 5,000 names of persons whose property and
interests in property must be blocked.
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With regard to U.S. sanctions applicable to North Korea, the restrictions are voluminous. While
beyond the scope of this Alert, there are dozens of restrictions applicable to U.S. persons, which
apply to virtually every component of the North Korean economy.
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In addition to these sanctions programs, OFAC maintains other sanctions lists that may have
different prohibitions associated with them. Because the sources of authority for U.S. sanctions
are numerous, the parameters of OFAC’s programs are constantly changing, which means that
maintaining a current understanding of the requirements of U.S. sanctions programs and the SDN
List is critically important. Indeed, in light of the issuance of the new Executive Order, Chinese
banks should take care to adequately understand the significantly expanded scope of U.S. sanctions
against North Korea.

! Note, however, that the SDN List is not a comprehensive list of all such entities and individuals. The property and
interests in property of a corporate entity that is 50 percent or more owned, whether individually or in the aggregate,
directly or indirectly, by one or more sanctioned persons are also sanctioned, regardless of whether the entity itself is
on the SDN List.
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3. The Role of Secondary Sanctions
IR

Secondary sanctions prohibit any U.S. person from doing business with a foreign person or entity
doing business with any country, person, or entity already targeted by U.S. primary sanctions.
David S. Cohen explained what he believed to be the benefits of secondary sanctions targeting
foreign banks as follows:
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Secondary sanctions are both simple and enormously powerful. They work by
presenting a stark choice to a foreign bank: It can process transactions for a bank
already facing sanctions (for example, one of the many North Korean banks that
have been listed by the United States) or it can maintain its access to the U.S.
financial system, but it cannot do both.
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The first use of secondary sanctions was directed at the government of Iran and its related persons
and entities. As implemented by OFAC, all U.S persons were banned from conducting otherwise
lawful business with non-U.S. persons that were doing business with specified Iranian interests.
The impact on foreign banks—both from a financial and reputational standpoint—would, of
course, have been significant if those institutions elected not to comply. For example, not only
would access to the U.S payments system have been blocked, but numerous correspondent banking
relationships between foreign banks in effect outside of the jurisdiction of the U.S. would have
been foreclosed as well.
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The impact of prolonged secondary sanctions on Iran was significant, as Iran’s international
banking relationships became severely restricted as a result of the decision by numerous U.S. and
foreign banks to cease conducting business with Iran or with any bank that was doing business
with prohibited Iranian interests. Accordingly, should OFAC elect to impose secondary sanctions
against non-U.S financial institutions doing business with North Korean entities, then Chinese
banks might be significantly affected.
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4. Section 4 of the New Executive Order
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The key language for the Chinese banks can be found in Section 4 of the Executive Order. It
provides, in relevant part, as follows:

X A BARAT R UL R BRE RIUE W T W AT B S S VU 2% o ISR AEAH S HR il R B N BLE -

The Secretary of the Treasury, in consultation with the Secretary of State, is hereby
authorized to impose on a foreign financial institution the sanctions described in
subsection (b) of this section upon determining that the foreign financial institution
has, on or after the effective date of this order:
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(1) knowingly conducted or facilitated any significant transaction on behalf of
any person whose property and interests in property are blocked pursuant to
Executive Order 13551 of August 30, 2010, Executive Order 13687 of
January 2, 2015, Executive Order 13722 of March 15, 2016, or this order,
or of any person whose property and interests in property are blocked
pursuant to Executive Order 13382 in connection with North Korea-related
activities; or
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(11) knowingly conducted or facilitated any significant transaction in connection
with trade with North Korea.
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In other words, Section 4 “authorizes” the Secretary of Treasury to impose a series of sanctions in
certain instances. Specifically, it gives the Secretary of Treasury discretion to impose secondary
sanctions on foreign banks if a foreign bank engaged in the following types of activity:
(1) knowingly conducted or facilitated any significant transaction on behalf of any person listed in
a series of Executive Orders; or (i1) knowingly conducted or facilitated any significant transaction
in connection with trade with North Korea. If any foreign banks engage in such activity, even if
located outside the U.S., then the Secretary of Treasury has the discretion to impose a series of
harsh sanctions, which essentially would mean cutting-off all access to the U.S. financial markets.
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Section 4 is a significant step closer to the imposition of secondary sanctions. Presumably, the
Trump Administration did not require mandatory secondary sanctions because it wanted to give
the PRC and other countries time to address U.S. concerns about North Korea. However, the
imposition of secondary sanctions is a distinct probability, creating some significant operational
risks for the Chinese banks with branches or correspondent banking relationships in the U.S.
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5. The Operational Risks for Chinese Banks
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If the Chinese banks elect not to comply with U.S. sanctions applicable to North Korea and related
parties, several significant operational and legal risks will result.
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First, due to the significance of the Trump Administration’s national security concerns regarding
North Korea, merely being accused of sanctions violations—even without any evidence—may be
tantamount to criminal behavior. It is highly possible that OFAC would elect to engage in one or
several high-profile enforcement actions—the so-called “kill the chicken to scare the monkey”
approach—that might include imposing penalties on identified Chinese banks prior to any judicial
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or administrative evidentiary determination. Such an approach would signal the Trump
Administration’s resolve to crack down on perceived sanctions violators, and would be aimed at
scaring others into compliance.
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Second, even in the circumstance where a Chinese bank is accused of violating U.S. secondary
sanctions against North Korea, but where an administrative or judicial penalty has not immediately
been imposed, numerous international commercial relationships could suffer direct effects. The
mere possibility of the imposition of such penalties on a Chinese bank could cause other
international banks to limit or terminate their banking relationships, including correspondent
banking relationships, with the Chinese bank.
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Third, the identification of a Chinese bank as an SDN subject to secondary sanctions carries with
it the requirement that the Chinese bank’s assets may become subject to an asset freeze by a U.S.
bank as well as non-U.S. banks conducting business in the U.S. In addition, because many other
countries have adopted sanctions regimes similar to that of the U.S., a Chinese bank may quickly
find itself in growing legal peril should it be targeted by OFAC for allegedly violating secondary
sanctions.
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6. Anticipating OFAC Inquiries and Investigations
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We recommend that Chinese banks with U.S. operations undertake the following action items:
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First, they should review and update their compliance programs to ensure that they are reflective

of both the enhanced sanctions imposed by the Executive Order as well as those recently adopted
by the United Nations.
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Second, a Chinese bank with relationships with North Korean parties will be faced with a difficult
choice: either terminate relationships that are subject to U.S. sanctions (including North Korean
corresponding banking relationships) or risk the imposition of U.S. sanctions against its own
operations (including the termination of non-North Korean correspondent banking relationships
with both U.S. and other foreign banks). As noted above, the mere possibility of the imposition
of such penalties on a Chinese bank could cause other international banks to limit or terminate
their correspondent and other banking relationships with a targeted Chinese bank.
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We understand from press reports that the PBOC has recently instructed the Chinese banks to
strictly comply with the enhanced sanctions adopted by the United Nations Security Council on
September 11, 2017. However, those instructions may not be enough, as the U.S. sanctions go
further than the UN sanctions.
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Third, with respect to compliance with existing U.S primary sanctions and secondary sanctions,
we recommend adopting a proactive approach as there is the potential for significant legal risk
merely by being targeted as a potential violator of U.S. sanctions against North Korea. Thus, in
order to avoid the imposition of secondary sanctions, Chinese banks should begin gathering
evidence of their compliance with U.S. primary sanctions. Any delay presenting evidence of full
compliance could expose a Chinese bank to significant risk, particularly if OFAC and other U.S.
government entities intend either to impose secondary sanctions or initiate a high-profile
enforcement action against it. Accordingly, we suggest that Chinese banks anticipate possible
OFAC investigations and prepare materials in advance to be submitted to refute allegations of U.S.
sanctions violations.
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Finally, the use by North Korean persons and entities of anonymous shell companies presents a
particularly difficult compliance challenge. Because of the threat presented by the imposition of
secondary sanctions, Chinese banks likely will need to conduct enhanced due diligence to
determine the true ownership and control structure of corporate entities. Among other things, it
would be prudent for Chinese banks to require contractual warranties and representations that a
company or a correspondent bank doing business with it is not subject to applicable U.S. sanctions.
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We trust this updated Alert is useful to our Chinese clients and friends. Of course, we are available
to assist in providing advice regarding U.S. sanctions compliance, including the latest
developments with regard to the new Executive Order and the possible imposition of secondary
sanctions against North Korea.
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