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EXTRAORDINARY PROBLEM: GROWING EXPONENTIALLY
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Selected data breaches by number of consumers/user accounts
YEAR
COMPANY SIZE OF BREACH DISCLOSED

vahoo TN 201617
Yahoo' B 500 million 2016

Marriott 2018

Equifax 2017
Heartland 2009

Payment Sys.
LinkedIn 2016

Sony 2011
TJX 2007
Anthem ] 80 2015
J.P. Morgan l 761 2014
Target . 70% 2013
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INTERNAL THREAT/BAD LEAVERS
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Part Two:
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PT{e Upside Down
" World of ,Data Breaches



FINANCIAL/HEALTHCARE/P(CI
REGULATORY COMPLIANCE
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WE ARE HIPAA COMPLIANT!




LAWS & REGULATIONS

Liberty
and fustice
under law




Data Protection Compliance 25 May 2018 Data Breaches Personal Data
Officer (DPO)



ltis really confusing!!!

CERTIFIED

Payment Card
Industry - Data
Security Standard







CONGRESSIONAL INTEREST

IS INTENSE

v Hearings

v Chronology

v 36 senators asked DOJ & SEC
to investigate Equifax Execs
Who Sold stock Before Public
Knew About Breach

I
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one of the most
egregious examples

of corporate
malfeasance since
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IR SEQUENCE OF EVENTS

RECON

PERSISTENCE AN ATTACK VECTOR

VULNERABILITY
EXFILTRATION EXPLOITATION

LATERAL
MOVEMENT
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4 Volatile Memory
Capture
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~y,._| Deleted File attributes
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DIGITAL FORENSICS:
LATHER — RINSE -- REPEAT

LATHER
RINGE
REPEAT




LATHER -- RINSE -- REPEAT

Iterative process of digital forensics, malware
reverse engineering, monitoring and scanning

Ilteration 3

Iteration 2

lteration 1
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Identify Indicators of

Compromise (I0Cs),
examine network traffic
and logs, scan hosts for

these 10Cs

"

When this effort
discovers additional
infected systems, those
@ systems are forensically
imaged and analyzed,

- and process repeats . ..
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5”2 CONSTITUENCY CANDOR IS
PARAMOUNT

CANDOR

can-dor [kan-der]

HOMWH

l. the state or quality of pein+ frank. open. and singere in
speegn or expression;: cendidnese.

. freedom from bies: fairness; impartiality.




CONSTITUENCY NOTIFICATIONS
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, VEA'T SECONDARY DISCLOSURE
CAVER] CONSIDERATIONS
¥ PCI Audit

¥ Cybersecurity Due
Diligence

u \Whistleblowers
B | aw Enf Actions

EINCIDENTALi

¥ Contractual Negotiations

¥ Special Relationships



Part Four:

~ Cyber: -
/ Boards, C-Suite &«
the SEC, a New
’ Approach
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Press Release a]f]v]=]|

SEC Adopts Statement and Interpretive Related Materials

Guidance on Public Company - Cyborsecurity

Interpretive Guidance

Cybersecurity Disclosures » Ghairman Clayton

Statement

FOR IMMEDIATE RELEASE
2018-22

Washington D.C., Feb. 21, 2018 — Yesterday, the Securities and Exchange Commission voted
unanimously to approve a statement and interpretive guidance to assist public companies in
preparing disclosures about cybersecurity risks and incidents.

“I believe that providing the Commission’s views on these matters will promote clearer and more
robust disclosure by companies about cybersecurity risks and incidents, resulting in more complete
information being available to investors,” said SEC Chairman Jay Clayton. “In particular, | urge
public companies to examine their controls and procedures, with not only their securities law
disclosure obligations in mind, but also reputational considerations around sales of securities by
executives.”

The guidance provides the Commission’s views about public companies’ disclosure obligations
under existing law with respect to matters involving cybersecurity risk and incidents. It also
addresses the importance of cybersecurity policies and procedures and the application of
disclosure controls and procedures, insider trading prohibitions, and Regulation FD and selective
disclosure prohibitions in the cybersecurity context.
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More About This Topic

e Cybersecurity, the SEC and You
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ABOUT | DIVISIONS & OFFICES | ENFORCEMENT | REGULATION | EDUCATION | FILINGS | NEWS

Newsroom Press Release Eﬂﬂ
SEC Investigative Report: Public Related Materials

Public Statements

Companies Should Consider Cyber - Report of

Speeches Investigation

Threats When Implementing Internal
Accounting Controls

FOR IMMEDIATE RELEASE
2018-236

Washington D.C., Oct. 16, 2018 — The Securities and Exchange Commission today issued an
investigative report cautioning that public companies should consider cyber threats when
implementing internal accounting controls. The report is based on the SEC Enforcement Division's
investigations of nine public companies that fell victim to cyber fraud, losing millions of dollars in the
Events process.

Testimony

Spotlight Topics

Media Kit

Press Contacts

The SEC's investigations focused on "business email compromises" (BECs) in which perpetrators

Webcasts posed as company executives or vendors and used emails to dupe company personnel into
sending large sums to bank accounts controlled by the perpetrators. The frauds in some instances
What's New lasted months and often were detected only after intervention by law enforcement or other third

parties. Each of the companies lost at least $1 million, two lost more than $30 million, and one lost
more than $45 million. In total, the nine companies wired nearly $100 million as a result of the
frauds, most of which was unrecoverable. No charges were brought against the companies or their
personnel.

Media Gallery

» RSS Feed . . syt . .
eeas The companies, which each had securities listed on a national stock exchange, covered a range of

sectors including technology, machinery, real estate, energy, financial, and consumer goods. Public

» Social Media issuers subject to the internal accounting controls requirements of Section 13(b)(2)(B) of the
Securities Exchange Act of 1934 must calibrate their internal accounting controls to the current risk
environment and assess and adjust policies and procedures accordingly. The FBI estimates fraud
involving BECs has cost companies more than $5 billion since 2013.

"Cyber frauds are a pervasive, significant, and growing threat to all companies, including our public
companies,” said SEC Chairman Jay Clayton. "Investors rely on our public issuers to put in place,
monitor, and update internal accounting controls that appropriately address these threats."

Stephanie Avakian, Co-Director of the SEC Enforcement Division, said, "In light of the facts and
circumstances, we did not charge the nine companies we investigated, but our report emphasizes
that all public companies have obligations to maintain sufficient internal accounting controls and
should consider cyber threats when fulfilling those obligations."



“According to the SEC, the development of
effective disclosure controls and procedures “is
best achieved when a company’s directors,
officers, and other persons responsible for
developing and overseeing such controls and
procedures are informed about the
cybersecurity risks and incidents that the
company has faced or is likely to face.”

(February 2018 SEC Guidance)
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? Exchange Act Rules 13a-14 and 15d-1455 require a company’s principal executive officer

| and principal financial officer to make certifications regarding the design and

effectiveness of disclosure controls and procedures,56 and Item 307 of Regulation S-K

and Item 15(a) of Exchange Act Form 20-F require companies to disclose conclusions on
the effectiveness of disclosure controls and procedures. These certifications and
disclosures should take into account the adequacy of controls and procedures

for identifying cybersecurity risks and incidents and for assessing and analyzing
their impact. In addition, to the extent cybersecurity risks or incidents pose a risk to a
company'’s ability to record, process, summarize, and report information that is required I
to be disclosed in filings, management should consider whether there are deficiencies in I
B disclosure controls and procedures that would render them ineffective.
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Disclosure Controls



U.S. SECURITIES AND Q

THE SEC ADVISED THAT PUBLIC ISSUERS SUBJECT TO THE
INTERNAL ACCOUNTING CONTROLS REQUIREMENTS OF THE
EXCHANGE ACT “MUST CALIBRATE THEIR INTERNAL
ACCOUNTING CONTROLS TO THE CURRENT RISK
ENVIRONMENT AND ASSESS AND ADJUST POLICIES AND
PROCEDURES ACCORDINGLY.”

IT ALSO DIRECTLY INDICATED ITS POSITION THAT
CYBERSECURITY FALLS SQUARELY WITHIN THE INTERNAL
CONTROL FRAMEWORK, STATING “OUR REPORT EMPHASIZES
THAT ALL PUBLIC COMPANIES HAVE OBLIGATIONS TO
MAINTAIN SUFFICIENT INTERNAL ACCOUNTING CONTROLS
AND SHOULD CONSIDER CYBER THREATS WHEN FULFILLING
THOSE OBLIGATIONS.”
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ToP DOWN COMMITMENT?
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Transfer

Risk

Fill Gaps .

CGL May Be
Inadequate

Mitigate
Losses




e

Type of coverage? Liability? Breach
response? Fines and penalties?

e Coverage triggers? Stolen laptop?
% APT? Cloud issue?

Exclusions?

Who chooses lawyers? Forensic
teams? Panels?

b, . e




VIGOROUS CYBER=UNDERWRITING PROCESS




COMPLEX INSURANCE
DOCUMENTATION & INTERPHASE




CYBER-INSURANCE BATTLEGROUND ISSUES

™ | : .
Security Requirements
NE&ET (no standard)

211349 3rd Party Acts and
%U4PR4 Omissions (e.g. Cloud)

™ Statutory Damages
' Coverage (per violation)



CYBER INSURANCE KEY POINTS
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INDEPENDENT
TESTING/ASSESSMENT?




FIND THE RIGHT PEN
TESTER

What's in a name? That
wiich we call a rose,
b% any other word
would amell as sweet
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#1 SKILLSET:
EXPERIENCE




#2 SKILLSET:
COMMUNICATION SKILLS

We @ Our
Customers

Board
of Directors




#3 SKILLSET:
REGULATORY EXPERTISE

200 Pall Sadd!”
SR G

ATTORNEY AT LAW &




#4 SKILLSET:
~ DARK WEB SURVEILLANCE

|
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Leave the gun. Take the cannoli.




VENDOR DUE DILIGENCE?
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INCIDENT RESPONSE PLAN?




anagement
dorsement
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RESPONSE TEAM?

Technical Incident

Response Team |
\ J
| |
p
—— Independent
ploy Outside Experts
& 7 & 4
R /" Tasks include data
, . Engage experts to )
Information preservation,
From relevant c- ) conduct y
technology, investor n malware analysis,
levels of a . - independent o p
, relations, public . A digital forensic
company’s org chart : investigation of the 4
| relations, legal etc. 2 sl | analysis, reverse
! & . i & engineering

/I




INGIPENMNSE FIRM

ON SPEED DI




LAW ENFORCEMENT LIAISON?
PARAMOUNT: BEFORE AND AFTER




DATA MAPPING/SENSITIVE/REGULATED/KEY
» ) ?




TRAINING PROGRAMS?




DRILLS & TABLE-TOP EXERCISES?
Sprlngﬁeld Dally Examiner
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PERSONNEL
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Interviews
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COMMUNICATION PLAN?




RESPONSE SHOULD NOT
MAKE MATTERS WORSE

ifax databreach response...

SRR
14 kl_'\ll'.

Thank You

Based on the information provided, we believe that your
personal information may have been impacted by this
incident.

Click the button below to continue your enrollment in
Trusted|D Premier,

For more information visit the FAQ page.

© VAVEGRANLUND .com



,SKIP THE FINE PRINT
Q@< - -

"l wouldn't—there's an awful lot of scary-sounding legalese.”



ESTABLISH HIERARCHY:
COUNSEL AS QUARTERBACK



LEGAL CHALLENGES

Timing

79



INDEPENDENT PROCESS

"Yes, I am employee of the month again. And _p, I'm the
one who chooses the employee of the month. And no, I
don't see a conflict of interest.”




MANY LEGAL QUESTIONS

WHO NEEDS NOTICE OR UPDATES?

VICTIMS, BOARD, REGULATORS, BOARD, LAW
ENFORCEMENT, INSURANCE CARRIERS, SUPPLIERS,
EMPLOYEES, PUBLIC, INTERNAL TEAM? WHEN?

WHAT IS COVERED BY PRIVILEGE?
REPORTS OF INVESTIGATION?
DOCUMENTATION FOR INSURANCE COMPANY?

ALLOW FBI APPLIANCE ATTACH? PROVIDE
SYSTEM/IOC COPIES TO LAW ENFORCEMENT?



Action
(MDL)

Privacy/
Lookbacks

& Other
3rd Parties




30+ lawsuits Filed to Date
E.G. Fail to Implement
Reasonable Procedures to
Protect Data; Fail to Notify in
Timely Manner

E.G. Stock Drop; Insider
Trading;
Poor Disclosure




SECURITIES CLASS ACTION

Equifax issued materially false or
misleading statements or failed to
disclose that Equifax failed to maintain
adequate:

v" Measures to protect its data system;

v" Monitoring systems to detect
security breaches; and

v’ Security systems, controls and
monitoring systems in place.

As a result Equifax’s financial
statements were materially false and
misleading at all relevant times
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EVEN IF A COMPANY HAS SUFFERED
NO PRIOR BREACHES~ IT MAY
REPRESENT A MAJOR RISK IF IT IS
NOT ADEQUATELY PREPARED TO HANDLE
FUTURE BREACHES o
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johnreedstark

CONSULTING, LLC

Thank you.
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