
Closing Address:
Cybersecurity and Internal Controls

Special guest lecturer:

John Reed Stark, President of John Reed Stark Consulting, the author of “The 
Cybersecurity Due Diligence Handbook” and the former Head of the SEC’s 
Cybersecurity Enforcement Unit



DATA BREACH RESPONSE, C-
SUITES AND THE BOARD: 

LESSONS, CAVEATS AND REMINDERS
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Part One
Cybersecurity and 

Data Breach 
Response 

Background

Part Two: 
Upside Down 
World of Data 

Breaches 

Part Three:
Data Breach 

Response 
Workflow

Part Four:
A New Paradigm 

& Asking the Right 
Questions
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EXTRAORDINARY PROBLEM: GROWING EXPONENTIALLY











STATE
SPONSORED





ORGANIZED
CRIME





HACKTIVIS
TS



INTERNAL THREAT/BAD LEAVERS
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FINANCIAL/HEALTHCARE/PCI
REGULATORY COMPLIANCE



LAWS & REGULATIONS
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CONGRESSIONAL INTEREST
IS INTENSE

 Hearings
 Chronology
 36 senators asked DOJ & SEC 

to investigate Equifax Execs 
Who Sold stock Before Public 
Knew About Breach



“The Equifax breach is 
one of the most 

egregious examples 
of corporate 

malfeasance since 
Enron.”
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IR SEQUENCE OF EVENTS

RECON

ATTACK VECTOR

VULNERABILITY
EXPLOITATION

LATERAL
MOVEMENT

EXFILTRATION

PERSISTENCE



Multiple 
Back 
Doors

Stop the 
breachMultiple 

Infected
Machines





29



30



DIGITAL FORENSICS:
LATHER – RINSE -- REPEAT



LATHER -- RINSE -- REPEAT

Iterative process of digital forensics, malware 
reverse engineering, monitoring and scanning
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Identify Indicators of 
Compromise (IOCs), 

examine network traffic 
and logs, scan hosts for 

these IOCs 

When this effort 
discovers additional 

infected systems, those 
systems are forensically 
imaged and analyzed, 

and process repeats . . .  



CONSTITUENCY CANDOR IS
PARAMOUNT



CONSTITUENCY NOTIFICATIONS



SECONDARY DISCLOSURE
CONSIDERATIONS

PCI Audit
Cybersecurity Due 

Diligence
Whistleblowers
Law Enf Actions 
Contractual Negotiations
Special Relationships
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“According to the SEC, the development of 
effective disclosure controls and procedures “is 

best achieved when a company’s directors, 
officers, and other persons responsible for 

developing and overseeing such controls and 
procedures are informed about the 

cybersecurity risks and incidents that the 
company has faced or is likely to face.”

(February 2018 SEC Guidance)
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EXECUTIVE CERTIFICATIONS
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THE SEC ADVISED THAT PUBLIC ISSUERS SUBJECT TO THE
INTERNAL ACCOUNTING CONTROLS REQUIREMENTS OF THE

EXCHANGE ACT “MUST CALIBRATE THEIR INTERNAL
ACCOUNTING CONTROLS TO THE CURRENT RISK

ENVIRONMENT AND ASSESS AND ADJUST POLICIES AND
PROCEDURES ACCORDINGLY.” 

IT ALSO DIRECTLY INDICATED ITS POSITION THAT
CYBERSECURITY FALLS SQUARELY WITHIN THE INTERNAL

CONTROL FRAMEWORK, STATING “OUR REPORT EMPHASIZES
THAT ALL PUBLIC COMPANIES HAVE OBLIGATIONS TO

MAINTAIN SUFFICIENT INTERNAL ACCOUNTING CONTROLS
AND SHOULD CONSIDER CYBER THREATS WHEN FULFILLING

THOSE OBLIGATIONS.”
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WHO’S
ACCOUNTABLE?
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TOP DOWN COMMITMENT?



?????????
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How much cyber insurance can your 
company afford?

Type of coverage? Liability? Breach 
response?  Fines and penalties?

Coverage triggers? Stolen laptop?  
APT? Cloud issue?

Exclusions?

Who chooses lawyers? Forensic 
teams?  Panels? 



VIGOROUS CYBER-UNDERWRITING PROCESS



COMPLEX INSURANCE
DOCUMENTATION & INTERPHASE
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CYBER-INSURANCE BATTLEGROUND ISSUES

Security Requirements 
(no standard)

Act of War and 
Terrorism Exclusions

3rd Party Acts and 
Omissions (e.g. Cloud)

Statutory Damages 
Coverage (per violation)
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INDEPENDENT
TESTING/ASSESSMENT?



FIND THE RIGHT PEN
TESTER



#1 SKILLSET:
EXPERIENCE



#2 SKILLSET:
COMMUNICATION SKILLS



#3 SKILLSET:
REGULATORY EXPERTISE



#4 SKILLSET:
DARK WEB SURVEILLANCE



VENDOR DUE DILIGENCE?

Law 
Firms

Other 
3rd Party 
Vendors

Cloud 
Storage 
Firms



FLEXIBLE IT 
SECURITY

BUDGETING?
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INCIDENT RESPONSE PLAN?





Technical Incident 
Response Team

Employees

From relevant c-
levels of a 

company’s org chart

Information 
technology, investor 

relations, public 
relations, legal etc.

Independent 
Outside Experts

Engage experts to 
conduct 

independent 
investigation of the 

attack

Tasks include data 
preservation, 

malware analysis, 
digital forensic 

analysis, reverse 
engineering

RESPONSE TEAM?



INCIDENT RESPONSE FIRM
ON SPEED DIAL?
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LAW ENFORCEMENT LIAISON? 
PARAMOUNT: BEFORE AND AFTER



DATA MAPPING/SENSITIVE/REGULATED/KEY
DATA?

Intellectual 
Property

Creation

Transmission

Reproduction

Physical 
Transport

Storage

Disposal



TRAINING PROGRAMS?



DRILLS & TABLE-TOP EXERCISES?



PERSONNEL



BUSINESS CONTINUITY PLAN?



COMMUNICATION PLAN?



RESPONSE SHOULD NOT
MAKE MATTERS WORSE



SKIP THE FINE PRINT



ESTABLISH HIERARCHY: 
COUNSEL AS QUARTERBACK
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Timing

Desire for Certainty

LEGAL CHALLENGES



INDEPENDENT PROCESS
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WHO NEEDS NOTICE OR UPDATES?
VICTIMS, BOARD, REGULATORS, BOARD, LAW

ENFORCEMENT, INSURANCE CARRIERS, SUPPLIERS, 
EMPLOYEES, PUBLIC, INTERNAL TEAM?  WHEN? 

WHAT IS COVERED BY PRIVILEGE?
REPORTS OF INVESTIGATION?
DOCUMENTATION FOR INSURANCE COMPANY? 
ALLOW FBI APPLIANCE ATTACH?  PROVIDE

SYSTEM/IOC COPIES TO LAW ENFORCEMENT? 

MANY LEGAL QUESTIONS
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Litigation

Class 
Action 
(MDL)

Insurance
Vendors 
& Other 

3rd Parties

Securities



CLASS ACTION RUSH

E.G. Stock Drop; Insider 
Trading; 

Poor Disclosure

30+ lawsuits Filed to Date
E.G. Fail to Implement 

Reasonable Procedures to 
Protect Data;  Fail to Notify in 

Timely Manner



SECURITIES CLASS ACTION

Equifax issued materially false or 
misleading statements or failed to 

disclose that Equifax failed to maintain 
adequate:

 Measures to protect its data system; 
 Monitoring systems to detect 

security breaches; and
 Security systems, controls and 

monitoring systems in place. 

As a result Equifax’s financial 
statements were materially false and 

misleading at all relevant times
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CAVEAT
EVEN IF A COMPANY HAS SUFFERED

NO PRIOR BREACHES, IT MAY

REPRESENT A MAJOR RISK IF IT IS

NOT ADEQUATELY PREPARED TO HANDLE

FUTURE BREACHES
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