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. State and Federal Breach Notification Laws

States laws generally apply to all companies
Federal and state laws apply to health information

Interplay between state and federal laws

Dorsey & Whitney LLP




46 States (including Minnesota and lowa) Have Breac h
Notification Laws

Cover the notification a company must make for breach of
personal information to affected state residents and, in some
cases, state attorney generals, state regulators or credit
reporting agencies

Personal information typically includes name plus any of the
following:

— Social security number

— Driver's license number

— Credit card number or debit card number

— Bank or other financial account number

— Health information also in a few states

Dorsey & Whitney LLP




. Enforcement of State Breach Notification Laws Varie S

State attorney general enforcement (e.g., Minnesota)
Private right of action (e.g., California)

Administrative fines (e.g., Florida)

Dorsey & Whitney LLP —




. Ruiz v. Gap, Inc., 622 F. Supp. 2d 908 (N.D. Cal. 2009)

Stolen laptop computers containing personal information (e.g.,
social security numbers) of job applicants

General rule: plaintiff whose personal information was at risk or
compromised must demonstrate present and appreciable harm
and compensable damages to survive dismissal

Dorsey & Whitney LLP



. Trend of Recent Related State Encryption and Paymen t Card Laws

Encryption laws: Massachusetts, Nevada and Washington
(effective July 1, 2010)

Payment card laws: Minnesota, Nevada and Washington
(effective July 1, 2010)

Having certain protections in place could mitigate data breach
liability

Dorsey & Whitney LLP —



. Massachusetts Encryption Law

Covers Massachusetts resident personal information

Requires comprehensive, written information security program:

— third-party service providers must maintain appropriate
security measures, memorialized by written contract

— requires encryption

Massachusetts attorney general and Massachusetts regulator

are required to be notified under Massachusetts data breach
law

Dorsey & Whitney LLP —




. 30 States (including Minnesota) have Social Securit y Number Laws

Apply to social security numbers only
Govern the use of social security numbers

Could be implicated in a data breach involving social security
numbers

Dorsey & Whitney LLP




. U.S. Cost of a Data Breach in 2009

498 reported breaches
$204 per compromised customer record
$6.75 million in average total per-incident costs

Range of $750,000 to nearly $31 million in total cost of a data
breach for a company

(U.S. Cost of a Data Breach Study, PGP Corporation and
Ponemon Institute, 2010)

Dorsey & Whitney LLP




. People Who Have Been Notified of a Data Breach and  Identity Theft

55 percent had been notified of two or more data breaches in
the previous 24 months

2 percent who had been notified of a data breach experienced
identity theft as a result of the breach

57 percent said they lost trust and confidence in the
organization

(Consumer's Report Card on Data Breach Notification,
Ponemon Institute, 2008)

In 2009, 11.1 million U.S. adults were victims of identity fraud

(Javelin Strategy & Research, 2010 Identity Fraud Survey
Report)

Dorsey & Whitney LLP




. Federal HIPAA / HITECH Breach Notification Law

Applies to covered entities: (i) health plan, (ii) health care
clearinghouse or (iii) health care provider

Applies to business associates that (i) on behalf of a covered
entity, perform activity involving use or disclosure of individually
identifiable health information or (ii) provide legal, actuarial,
accounting, consulting, management, administrative,
accreditation or financial services for the covered entity
Involving the disclosure of individually identifiable health
Information from the covered entity to the person

Covers the notification a covered entity or business associates
must make in the event of a breach of unsecured protected
health information

Dorsey & Whitney LLP




. Federal HIPAA / HITECH Breach Notification Law

Covered entity notification to each individual, U.S. Department
of Health and Human Services (if breach involves more than
500 individuals) and prominent media outlet (if breach involves
more than 500 residents of state or jurisdiction)

Business associate notification to covered entity

Protected health information means individually identifiable
health information relating to health care treatment, a health
condition or payment for the provision of health care

Dorsey & Whitney LLP




. Enforcement of HIPAA/HITECH Act

U.S. Department of Health and Human Services enforcement
— Civil penalties
— Criminal penalties

State attorney generals also can bring civil actions

No private right of action

Dorsey & Whitney LLP




Review Information and Documentation and Determine Applicable
Laws

Personally identifiable information — what, where and in which
form is it?

Which company policies and procedures and agreements have
provisions relating to privacy and confidentiality?

Determine which laws apply and what the requirements are
(e.g., policies and procedures and agreements)

Sometimes, policies and procedures are advisable, though not
required by law

Which federal and state laws apply?

Dorsey & Whitney LLP



. Be Prepared

Prepare policies and procedures and ensure they are consistent
and integrated with company policies and procedures

Devise a roadmap of what to do in the event of a possible
breach

Consider handling of investigations

How should a company respond internally and externally to
media and others about data breach circumstances and status?

Is SEC disclosure required for a public company?

Dorsey & Whitney LLP




Questions?

For additional information, please go to
http://www.dorsey.com/krasnow_melissa/
http://www.twitter.com/melissakrasnow



The Art of Breach Crisis

Management

Kroll — New York Kroll Ontrack— New York
212.833.3354 952.516.3354
alex.ricardo@kroll.com abrill@kroll.com



. Will You Become A Statistic?

Federal Trade Commission (FTC) Identity Theft Complaints

— Some 9.9 Million Victims were victimized by some sort of identity theft-related fraud
circumstance in 2008. (Up from 8.1 Million in 2007)

Approximately 3.3% of the US Population
— ID Theft Fraud is the Number 1 complaint by consumers for the 9th consecutive year.
954,228 complaints in 2008 (Up from 840,183 in 2007)

Many Victims do not know they are a victim or report their victimization

Fastest growing white collar crime in America today.

31%

_ : = | 19% )
|dentity Th_eft Crime Sre 1; *‘g
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How Can Identity Theft Affect Your Financial Securi  ty and
Healthcare

Money and time are at risk
— Average financial loss: $5,720 in 2007.

— The risk of the thoroughness of the recovery can be based on restoration
method

“20 Step Guides” — self-restoration
“Fraud Specialist” — usually in-house trained or paralegals
Licensed Investigator-conducted restoration

|dentity Theft affects beyond credit

— Criminal activity/record

— Collector harassment

— Higher insurance rates/premiums

— Difficulty in securing or obtaining employment

The average identity

— Damaged driving record theft takes 175 hours
i . and $1,500 to resolve
— Healthcare/Welfare issues | Dby a lay-person.

— IRS and SSA issues ik Sfey




Breaches: By the numbers....
Cause of Breach

Hacked Systems:

7%
Malicious Insider or N
Malicious Code:
9% _\ Lost Laptop or other

/— Device:
35%

Paper Records:
9%

Electronic Backup: _/
19%
.

Third Party or
Outsourcer:
21%

Kroll




Breaches: By the numbers....
Cost of a Breach Record

Cost per record:
$202 (2008)

VICTIM COSTS
Notification
Call Center
Identity Monitoring (credit/non-credit)
Identity Restoration

DIRECT COSTS
Discovery/Data Forensics
Loss of Employee Productivity

INDIRECT COSTS
Restitution
Additional Security and Audit Requirements
Lawsuits
Regulatory Fines

$139.00

OPPORTUNITY COSTS
Loss of Consumer Confidence
Loss of Funding

© Ponemon Institute




Breaches: By the numbers....
Consumer Confidence Survey

I monitor the details of my accounts more often

80%

| trust that company or institution less with my personal information

| use their services less, but maintain a relationship
| closed my accounts

I am more confident in my relationship with that company or institution
=

| would never purchase products from them again

| stopped donating money or sponsoring the institution
=

| would never maintain a relationship with the institution in the future

| switched providers (medical, insurance or banking)
| use their products or services more often

| have opened more accounts

55%
37%
33%
31%
30%
29%
29%
23%
18%
16%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

© Javelin Strategy & Research




. Case Studies on ID Theft

Shadow Crew
— U.S. Secret Service discovered
— E-bay-like environment for buying/selling identities

Job Fairs

— Improper vetting of employers
— 500 college senior identities stolen

Methamphetamines and Gangs
— Boxes of physical papers of identities
— Hospitals, Auto Dealerships

Fraud Rings — Healthcare
— Collaborative hiring

W2 Fraud and Arizona
— #1 ID Theft circumstance
— #1 State for ID Theft

Broken Business Practices
— Not all about the bad “guy or gal”
— Human factors are at hand

|dentities are a currency




Post Breach
Investigation and Documentation

Has the breach been contained?
— Isolate the affected system to prevent further exposure

Have you engaged expert outside counsel?
— Data Forensics

— Legal Counsel

— Breach Crisis Management Services

— Reputational Risk Advisory

Have you considered using a third-party forensics team?
— Credible third party assessment

— Reliable Chain of Custody

— Backups of all pertinent system logs

— Attorney-client privilege




Post Breach
Crisis Management

Customers

Have you carefully considered ... _
Board of Directors

With whom you will communicate? Regulators
Shareholders
What you will communicate? Auditors
Financial Analysts
How you will communicate? Employees

Law Enforcement
Management
Media
Consumer Reporting Agencies
Payment Card Providers
State Governments

When you will communicate?




Notification
Duty to Notify

Generally, the duty to notify arises when encrypted “personal information” (PI) is acquired
or accessed by an unauthorized person —OR- the information is unaccounted for.

What is “personal information”?
— A person’s name in combination with:
Social Security Number
Driver’s License or State ID Number
Account or credit card number and Password

State laws differ

— Digital versus paper form

— Definition of PI

— Notification to state agencies and credit bureaus

— Timing and content of individual notification
Exceptions — investigations and law enforcement delay - document

— Harm threshold (some require consultation with state agencies)
Notification not required if there is no reasonable likelihood of harm

Notification not required if it is unlikely that personal information has been or will
be misused




Notification
Language

How should my notice be written?

— Plain English
The event (exception: Massachusetts)
Personal information involved
Steps taken to protect against further unauthorized access
How your company will assist those affected
Guidance on how individuals can protect themselves
State specific information — DO NOT CUT CORNERS

How should | prepare before making notice?

— Media statement and related PR efforts — prepare employees
— Call center access

— Event FAQs on Website

— ldentity monitoring and restoration protection




Notification
Inclusion

What should my notification include?

— Audience consideration
Regulators
Judges
Employees
Plaintiff's lawyers
Impacted individuals
The media and public at large

If notifying in one jurisdiction — notify in all jurisdictions
— Including foreign
— Law enforcement delay

Remedy (Some statutes now require these elements)

— Instructions for closing accounts, availability of ID Theft protection,
reference to FTC website and credit bureaus

— Move victims from anger to action
— Forgo additional expenses




Notification

Timing
When should my notifications be released?
— Has the breach been contained?

— Has a reasonable investigation been concluded?

Most states require notification “in the most expedient time possible and
without unreasonable delay”

Few states require notice within 45 days
Two states provide “guidance” for notification within 10 days
Puerto Rico requires notice to state agency within 10 days

Are you comfortable with knowing enough about the event?

Are you being transparent and truly helping the victims?

Have you considered timing of notification to those AG’s offices?

— Historically New Hampshire and Maryland immediately make the
event public




Responding to Questions and Answering Calls
“The Call Center”

Deliver remedy with notification
— Avoid deluge of calls
— Remove frustration from victims

Who will the victim’s call?

— Availability

— Language barriers

— Knowledge of event

— Knowledge of identity theft concerns

Non-credit related fraud
— W-2, Check, Healthcare, Utility and Insurance
— Ability to investigate and provide an affidavit for liability

Pre-existing conditions

— Incorrect information in credit report
— Unrelated rejection for credit

— Insurance fraud




. Providing Protection to Victims

What services will you make available?

— Protection against credit and non-credit fraud
— Investigative services for non-credit fraud

— Handling of inconsistent cross-bureau data

— Insurance

How will the services you provide help victims of ID Theft?

— Government issued ID fraud, healthcare fraud, insurance fraud,
check fraud, W-2 fraud, utility fraud (80% of fraud — FTC)

— Investigators
— DIY kits

How will you handle the deceased, minors and expatriates?
— Unique notification
— Credit services not an option




Best Practices
Breach Preparedness and Prevention

Maintain a Cyber Risk Transfer Instrument
Have a Proper Background Screening Program for new hires and vendors.

Pre-Arrange a Breach Service Provider, Outside Counsel and Reputational Risk Advisor - all
specializing in Privacy Law and Breach Crisis Management

Provide “Certification” through e-Learning to employee base on safeguarding data

Develop an Incident Response Plan
— Internal Staff
— Outside Counsel
— Reputational Risk Advisor
— Breach Service Provider
Conduct annual Risk Assessments and Tabletop Exercises.
Hold an internal “Privacy Summit” to identify vulnerabilities
- Risk
— Compliance and Privacy
- HR
— Legal
- IT
— C-level representation (CFO)
— Physical Security / Facilities

Keep General Counsel’s office current to various state disclosure laws and updates




Best Practices
Breach Crisis Management

Retain an outside counsel who specializes in Privacy Law and Breach Crisis
Management

Notify Correctly vs. Quickly
— Diffuse anger and emotion among constituents
— Provide remedy with notification
— ldentity an accurate breach universe to minimize public exposure to event
— Unique constituents

Leverage an Outside Call Center
Retain a Reputational Risk Advisor who specializes in Breach Crisis Management

Investigate — Investigate — Investigate
— Have outside counsel retain any data forensics investigation
— Potentially minimize public exposure to event

Leverage a Breach Service Provider to conduct Recovery
— Pre-Existing ID Theft Victims
— More thorough recovery and restoration




. Thank You

KROLL

Alex Ricardo
Client Executive

Kroll Fraud Solutions Office: 212.833.3354

1166 Avenue of the Americas Cell: 646.934.4100 (24/7)
New York, NY 10036 Emalil: alex.ricardo@kroll.com

For More Information: www. KrollFraudSolutions.com
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Risk Overview




. What Are the Risks?

Privacy, computer and network security are not just Internet
ISsues.

Any entity that transacts business using:
— a computer network
— confidential information

IS at risk.

“Essentially, data loss is no longer a question of what if?
The only question is when?”

Managing the Data Loss Crisis
By David Bartlett and Larry Smith
Risk Management Magazine, June 2008




What Are the Risks?
Part Il

Legal liability to others for computer security breaches
Legal liability to others for privacy breaches

Regulatory actions and scrutiny

Loss or damage to data/information

Loss of revenue due to a computer attack

Extra expense to recover/respond to a computer attack
Loss or damage to reputation

Cyber-Extortion

Cyber-Terrorism




. Threat Environment

Internal Technology
— Rogue employees — Hackers, viruses, etc
— Careless staff — Structural vulnerability
External Old School
— Organized Crime — Laptop theft
Foreign — Dumpster diving
Domestic — Phishing
— Hackers Regulatory




. Risk Identification

Potential Risk Event Likelihood Potential Impact

Website copyright/trademark infringement claims

Legal liability to others for computer security breaches
(non-privacy)

Legal liability to others for privacy breaches

Privacy breach notification costs & credit monitoring

Privacy regulatory action defense and fines
Costs to repair damage to your information assets

Loss of revenue due to a failure of security or computer
attack

Loss of revenue due to a failure of security at a
dependent technology provider

Cyber Extortion Threat

low

low

low -

high

high

high

low

low

(overall)
high (eCommerce)

(overall)
high (eCommerce)

low

low




. Risks and Coverage

Legal liability to others for privacy Privacy Liability: Harm suffered by others due to

breaches the disclosure of confidential information

Legal liability to others for Network Security Liability: Harm suffered by others
computer security breaches from a failure of your network security

Loss or damage to data/ Property Loss: The value of data stolen,
information destroyed, or corrupted by a computer attack

Loss of revenue due to a computer | Loss of Revenue: Business income that is
attack interrupted by a computer attack

Extra expense to recover/ respond | Cyber Extortion: The cost of investigation and the
to a computer attack extortion demand

Loss or damage to reputation

Identity Theft Expenses resulting from identity theft -
Privacy Notification Requirements | Cost to comply with privacy breach notification

statues
Regulatory Actions Legal defense for regulatory actions




Coverage Overview




. What are the gaps in traditional policies?

Traditional insurance was written for a world that no longer exists. Attempting
to fit all of the risks a business faces today into traditional policy is like putting
a round peg into a square hole.

— E&O:

Even a broadly worded E&O policy is still tied to “professional services” and
often further tied to a requirement that there be an act of negligence.

— CGL:

Covers only bodily and tangible property. Al/PI section has potential
exclusions/limitations in the area of web advertising.

— Property :
Courts have consistently held that data isn’t “property”. “Direct physical loss”
requirement not satisfied.

— Crime:
Requires intent. Only covers money, securities and tangible property.

— Kidnap & Ransom
No coverage without amendment for “cyber-extortion.”




. Coverage Overview

Network Security Liability:  Liability to a third party as a result of a failure of your
network security to protect against destruction, deletion or corruption of a third
party’s electronic data, denial of service attacks against Internet sites or computers;
or transmission of viruses to third party computers and systems.

Privacy Liability:  Liability to a third party as a result of the disclosure of
confidential information collected or handled by you or under your care, custody or
control. Includes coverage for your vicarious liability where a vendor loses
information you had entrusted to them in the normal course of your business.

Crisis Management & ldentity Theft Response Fund: Expenses to comply with
privacy regulations, such as communication to and credit monitoring services for
affected customers. This also includes expenses incurred in retaining a crisis
management firm for a forensic investigation or for the purpose of
protecting/restoring your reputation as a result of the actual or alleged violation of
privacy regulations.

Cyber Extortion: ransom or investigative expenses associated a threat directed at
you to release, divulge, disseminate, destroy, steal, or use the confidential
information taken from the Insured, introduce malicious code into the your computer
system; corrupt, damage or destroy your computer system, or restrict or hinder
access to your computer system.




Privacy Liability
Why is it different from cyber liability?

Breach of Privacy Damages/Covered Loss
— Disclosure of confidential — Legal liability
Information — Defense and claims expenses

Personal — Regulatory defense costs
Commercial — Vicarious liability when control

_ Cause doesn't matter of information is outsourced
Negligence Crisis Coverage
Intentional Acts — Credit remediation, credit
Computers monitoring, ID Theft
Vendors Investigation
Dumpsters — Forensic expenses
Phishing — Cover for crisis and PR
Employees expenses

— Cover for notification costs




. Coverage Overview

# Network Business Interruption:  reimbursement of your loss of
Income and/or extra expense resulting from an interruption or
suspension of computer systems due to a failure of network
security to prevent a security breach. Includes sub-limited
coverage for dependent business interruption.

- Data Asset Protection: recovery of costs and expenses you
Incur to restore, recreate or recollect your data and other
Intangible assets (i.e., software applications) that are corrupted
or destroyed by a computer attack.




Benchmarking




. Data Breach — Privacy Event Modeling

Privacy Event Modeling
Potential Value of a Privacy Event
Based upon number of records compromised

Number of Records Compromised 100,000 250,000 500,000 1,000,00
Privacy Notification Costs $400,000 $1,000,000 $2,000,000 $4,000,000
Call Center Costs $100,000 $250,000 $500,000 $1,000,000
Credit Monitoring Cost $1,000,000 $2,500,000 $5,000,000 $10,000,000
ID Theft Repair $500,000 $1,250,000 $2,500,000 $5,000,000
Card Reissuance Liability $600,000 $1,500,000 $3,000,000 $6,000,000
Fraud Liability $5,000,000 $12,500,000 $25,000,000 $50,000,000

Total Estimated Third Party Liability $5,600,000 $14,000,000 $28,000,000 $56,000,000

Total Estimated Privacy Event $7,600,000 $19,000,000 $38,000,000 $76,000,000

* May be subject to a Privacy Event Cost Sublimit

Assumptions:

Notification costs - $4 per record

Call Center Costs - $5 per call (20% expected participation)

Credit monitoring - $50 per record (20% expected participation)

ID Theft Repair - $500 per record (5% of those monitored experience theft)

Card re-issuance - $6 per record (potential liability to issuers, i.e., banks)

Fraud Liability - $1,000 per record (range is $500 per record to $6,400 average fraud charges - 5% experience fraud)




A Cyber Risk Approach




. Privacy Solutions

Placement of coverage is the last step in the process
Insurance is never a valid alternative to good risk management

Similarly, relying upon technology as some mythical “silver bullet” that
will defend against all risks is to turn a blind eye to major risks facing
every commercial entity

Your approach to the Privacy & Cyber risks should combine elements
of:

— assessment,
— remediation,
— prevention,

— education and
— risk transfer.




. Privacy Solutions

ASSsess

Specialized Privacy & Information Security Assessment to assist you in
evaluating internal policies and procedures related to human, physical and
network security, privacy and breach preparedness.

Risk Mapping — Once the Privacy & Information Security Assessment has been
completed, Marsh & Kroll works with you to identify your potential exposure to a
breach. This includes a scorecard, a gap analysis of your breach response
policies and procedures and a risk map identifying and evaluating both the
severity and probability of key privacy and information security risks.

Coverage Gap Analysis — Marsh reviews your in force insurance policies to
determine what coverage may be available to respond to claims and losses in
the event of computer attack, breach of privacy or loss of confidential
information.

Benchmarking — Going beyond simple matching you against what your peers
do, Marsh and Kroll will add a layer of benchmarking that details the costs and
expenses associated with likely risk scenarios, including an analysis of a
catastrophic privacy and information security event.




. Privacy Solutions (continued)

Respond

— Customized Incident Response Plan and Preparedness Testing — Once
gaps have been identified, Kroll will create a customized incident response
plan to ensure effective navigation through a data breach event. Kroll can
also conduct an on-site tabletop exercise to test the plan and crisis team
members. If desired, Kroll can identify the services most appropriate for
your organization so the paperwork is out of the way should a privacy
breach occur. This saves valuable time and allows your organization and
Kroll to meet statutory requirements and immediately notify, consult and
resolve issues for those affected by a data breach.

— Risk Transfer — After review of the risks and coverage gaps, Marsh can
utilize the materials created from the Privacy & Information Security
Assessment to craft a submission to the insurance marketplace tailored to
respond to your unique needs. In addition, having gone through the
assessment process, you would be able to take advantage of preferred
terms and pricing that Marsh has negotiated with the key insurance
markets.




. Privacy Solutions (continued)

Educate

— Regulatory and Legislative Updates — Kroll will keep you aware of
the ever-changing federal and state legislative requirements
surrounding data breach notification and Identity Thetft.

— Education and Training — Kroll’s online courseware is provided for
your employees to keep them informed about how to protect
sensitive data in the workplace while reinforcing standard operating
procedures.




The Underwriting Process




. Underwriting Process for E-Business Insurance

Quote Process
— Application
— Security Self-Assessment
Security 1SO 27001/2
— Approach to underwriting is different by carrier
— Principal primary markets
ACE
AXIS
Beazley
Chartis
CNA
Chubb
Hartford
Lloyds of London
Zurich
— Market Capacity: 325M




Questions?
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The information contained herein is based on sources we believe reliable, but we do not guarantee its accuracy. Marsh
makes no representations or warranties, expressed or implied, concerning the application of policy wordings or of the
financial condition or solvency of insurers or reinsurers. The information contained in this publication provides only a
general overview of subjects covered, is not intended to be taken as advice regarding any individual situation, and should
not be relied upon as such. Statements concerning tax and/or legal matters should be understood to be general
observations based solely on our experience as insurance brokers and risk consultants and should not be relied upon as
tax and/or legal advice, which we are not authorized to provide. Insureds should consult their own qualified insurance, tax
and/or legal advisors regarding specific coverage and other issues.

All insurance coverage is subject to the terms, conditions and exclusions of the applicable individual policies. Marsh
cannot provide any assurance that insurance can be obtained for any particular client or for any particular risk.

This document or any portion of the information it contains may not be copied or reproduced in any form without the
permission of Marsh Inc., except that clients of any of the companies of MMC need not obtain such permission when
using this report for their internal purposes, as long as this page is included with all such copies or reproductions.

Marsh is part of the family of MMC companies, including Kroll, Guy Carpenter, Mercer, and the Oliver Wyman (including
Lippincott and NERA Economic Consulting).

Copyright 2010 Marsh Inc.
All rights reserved.
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